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THE PAYGATE INTERFACES

About this manual

This manual describes the programming of the Paygate Merchant Interface and is aimed at users of
Computop Paygate. The target group for this manual includes programming and technical key staff
in the company.

Computop Paygate is a payment gateway for the secure processing of transactions via the Internet.

This chapter The Paygate interfaces provides a summary of the available interfaces. The next
chapter Scope of services of Paygate describes Paygate's scope of services. The section
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Payment methods available offers a short introduction to the payment methods offered to you by
Paygate.

About the Paygate

Paygate offers several interfaces for the submission of payment tasks. The Merchant Interface de-

scribed in this document serves to connect Internet shops and enterprise resource planning sys-
tems. The Paygate Merchant Interface accepts payment orders, encrypts the data and carries out

payment transactions.
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This manual describes the programming of the Merchant Interface . Paygate also allows the sub-
mission of batch files. These are CSV files containing several payment orders which are transmitted

to the Paygate. Paygate permits both manual as well as autom ated (FTP) transfer of batch files.
You can find details of the batch process in the Manual of Batch manager.

Computop Analytics enables the merchant to manage transactions online. This is a web application

with password protection and TLS encryption, whic h lists all transactions and also permits, for ex-
ample, credits. You can find details about Computop Analytics in the Computop Analytics User
Manual document.

The Paygate virtual POS Terminal is designed for the processing of MOTO (Mail Order, Telephone
Order) transactions . The POS Terminal is a clever alternative to the physical terminal and lets you
process direct debits and credit card payments. You can find details about POS Terminal in the

Computop Analytics User Manual

Paygate uses numerical response codes which provide information about the transaction status. To
determine success or error of a transaction more precisely, please analyse the response parameter
Code . For a detailed breakdown of these codes, please see the Paygate Response Codes Excel t

ble which is available at ~ www.computop.de/manual
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SCOPE OF SERVICES OF PAYGATE

Overview of supported payment methods

The role of Computop 06 $aygate is to receive and process payment requests and provide additional
functions such as fraud prevention and protection of minors. Paygate has several interfaces for re-

ceiving transactions: A Merchant Interface for the shop -connection, a Batch Interfa  ce for payment
orders in batch files and the POS Terminal for processing payments for telephone - and fax -orders.
Paygate offers several payment methods and additional functions for payment processing:

T

The Computop Paygate processes a |l major credit cards and curren-
cies worldwide. Integrated fraud prevention and risk management is

VISA @ | VISA available for your security. Our standardized settlement files (EPA)

guarantee straightforward reconciliation processes in your account-

ing.
— Verified by Visa and MasterCard SecureCode secure your payment
Ver";",g‘ﬂ’y MasterCard claim by a password if a customer disputes the payment later.
American Express SafeKey also uses the 3D -Secure technology,

which means that the card holder must additionally confirm his
identity with a pas  sword.

American Express offers you an extensive address verification. Card
payments via Diners, Discover and JCB are often recommended for
expansion abroad.

DISCOYER

Payments with the Brazilian credit cards Hipercard, Elo and Aura

@ n can be processed via the I_:’aygate. Computqp offers extensive sup-
o7 port for the control optimisation as well as foreign currency conver-

sion.

In China the Computop Paygate is connected to local acquirers such

%g as Alipay, 99bill, ChinaPay or LianLian, to process card payment S
£,
99Bill.com

with China Union Pay (CUP). Payment is optionally in EUR, US -Dol-
lar, GBP or RMB. This is how to gain access to the Chinese market.

Debi carc I

Maestro is the international debit card standard and offers mer-

chants a payment guarantee for E -Payment. The German girocard
(EC card) is one such card. It is coupled to the giro account which is
charged immediately. Maestro is seldom used in eCommerce.

Paygate allows you to process direct debits with and without pay-

@ ment guarantee. Direct debits are very popular with customers. Al-
most 50% of transactions in Germany are settled by direct debit.
The payment method is fully SEPA compatible.
~——— The combined credit - and debit card Dankort gives access to 3.5
e"A! million card holders on the Danish market.
F— Paygate is managed by Carte Bancaire payments and the Carte
E‘._.ﬂ;! E Bleue Nationale offers access to around 3 million French card hold-
ers who do not own a credit card.
Bancontact Around 6 million Belgians have a Bancontact/Mr Cash card. Paygate
= also opens up this customer potential.
Mister Cash
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PostFinance
DIEPOST

Paygate also offers use of debit cards from PostFinance, market
leaders in Switzerland. This opens up access to over three million
account holders.

’ PayPal

amazonpayments’

=
QIWI

3 Wallet
Alipay.com

POSTPAY

MasterPass'
k

Klarna

Computop also processes PayPal payments, which offers you world-
wide merchant protection and a potential of 16 million German cus-
tomers and 220 million international customers in more than 200
countries. PayPal is one of the most popular online payment meth-
ods and it can beusedine - and m -Commerce.

fiLogin and bcyh eAcnkaozuacn o i s a compl ete
ment service. It allows millions of Amazon customers to complete

their purchases with using their Amazon account without leaving

the web page of the visited online shop. The A -Z-guarantee from
Amazon gives a compreh  ensive protection.

Skrill allows customers to pay and to send and receive money with-
out having to disclose bank or card details. In 2014 Skrill had over
36 million users and 156,000 merchants worldwide.

The iPay Wallet supports secure online payments on the PC and on
mobile devices (i0OS, Android, Windows). It is combined with NFC

cards from Visa and MasterCard and also permits payments in sta-
tionary retail.

The Qiwi Wallet can be topped up by credit card, debit card or cash.
It is available to cust omers in Eastern Europe, Asia and South
America.

Al i pay is Chinaés |l eading online pa
E-Wallet customers and merchants can make or receive payments.

Alipay has over 800 million registered users and in 2014 it pro-

cessed ov er 100 million online payments per day.

POSTPAY is a combined system of ordering and payment processing
from Deutsche Post, which offers customers and merchants security
and convenience from order to front door.

MasterPass is a MasterCard wallet which makes credit card pay-
ments quicker, easier and more secure. MasterPass allows pay-
ments in online shops but also in actual shops with your
Smartphone and the MasterPass app or NFC. Settlement is via all
standard credit and debit cards.

Klarna Check out simplifies the checkout process for all terminals.

The customer only needs to supply email address and post code

during the payment process. Klarna takes care of the credit check

and assumes the risk in the case of non - payment. Following com-
pletion of the purchase, which by default is a purchase on account,
payment can alternatively be made by credit card, direct debit or

direct transfer.

paydirekt allows online purchases to be paid simply and directly

from your giro account. Merchants benefit from this alternative to
existing online payment processes which correspond to the strin-

gent requirements of the German credit sector.
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giropay is an online bank transfer with PIN and TAN that provides
you with access to nearly 40 million online banking users in Ger-
many in Austria. Additionally to the full 100% payment guarantee

the use of giropay is relatively low priced.
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The international online bank transfer with PIN/TAN from SOFORT

AG is now available in 11 countries. As part of the Klarna Group SO-
FORT offers the integration of payment in the webshop, so that a
customer is forwarded to his/her bank and can make the transfer

with input of PIN and TAN.

In Austria the online bank transfer with EPS is very widespread in
E-comme rce and thus an interesting addition to the payment mix.

Bank transfers with iDEAL are a guarantor of success in the Nether-
lands: About 100.000 webshops and organizations offers iDEAL.

About 50 % of alle  -commerce payments are processed with iDEAL,
mont hly there are about 13 million transactions.

PostFinance is an online banking payment method in Switzerland
and is the market leader in Swiss payment transactions with a mar-
ket share of around 60%. With PostFinance merchants can reach
over 3.5 million  potential customers.

Przelewy24 is an online banking method for Poland. It uses online
bank authentication for account postings in real -time. Przelewy24 is
available to 95% of all Polish online banking customers.

POLi is a secure and trusted online banking service for Australia and
New Zealand.

TrustPay is a real -time bank transfer which is available in Central
and Eastern Europe. Customers can purchase goods and services by
logging onto their online bank account on checkout and entering

both thei r password and a specific ID which is assigned to them via
email. More than 200 million customers can be reached in this way.

SafetyPay is the wotmednbne bahkdrandfer witdh r
access to over 250 million banking customers in Europe, th e USA,
Canada and Latin America, with immediate payment guarantee, fast
disbursement and simple refunding. That means no charge-
backs, no risk of fraud, no payment default. It sup-
ports mobile, telephone/mail order, E -Invoices and offers sales pro-
motions.

The Trustly online bank transfer is convenient for the customer and
secure for the merchant. The payment method allows buyers in 6
countries (Finland, Sweden, Denmark, Estonia, Poland and Spain)

to contact accounts in one of 57 banks. There are therefore more
than 67 million potential customers.

In China the Computop Paygate supports online transfers with more
than 100 major Chinese banks. As well as the international Alipay
platform with payment in EUR, GBP, USD Paygate allows payments
via the local Alipay platform with payment in RMB at more favoura-
ble conditions. As Computop operates a local Paygate in China the
payments are quick and reliable, despite the Chinese firewall.

AstroPay Direct enables to pay by real -time bank transfer in Latin
America. This payment method covers Argentina, Brazil, Mexico,
Chile, Peru and Uruguay.

Every fifth online payment in Brazil is a bank transfer. The Com-
putop Paygate supports all relevant banks in Brazil: Banco do Brasil
Comeércio Eletronico, Brad esco Comércio Eletronico, Banrisul Ban-
ricompras and HSBC Comércio Eletronico.
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PayU offers payment solutions in many countries. Online transfers

in Poland and the Czech Republic are easily integrated via Paygate.

It is therefore a powerful payment solution for Eastern Europe and
Latin America.

@ Barzahlen

£ paysafecard

""“".: .
©  «0® teleingreso

Boleto
Bancario

IKANO

With Barzahlen online purchases in Germany at over 3,400

branches of retail partners such as real, -, dm, Telekom and mobil-
com debitel can be paid in cash. The additional customer potential
encompasses about a quarter of the Internet users who do not yet
purchase online. Neither credit cards, online banking nor prepaid

cards are required.

paysafecard is a prepaid card which is a widespread micropayment
method for gaming, gambling and adult -content and available
within Computop Pagate. Customers can purchase these prepaid
cards in values of 5 to 100 Euro at more than 450,000 sales outlets
worldwide and pay online without an account or credit card.

Teleingreso is a payment method in Spain, which enables customers
to make and receive payments at around 3,000 cash dispensers,

2,000 post offices and 300 Telco branches. Deposits can be made in
cash or by bank card or credit card. In online purchases the system
generates a nine -digit | D which the customer quotes with the pay-
ment at the bank terminal.

More than 30% of online payments in Brazil are made using the Bo-

leto Bancario cash -in solution. With a payment form customers can

pay in cash in supermarkets, post office branches or at one of over
48,000 bank terminals.

The three Cofidis customer cards Carte 4 Etoiles, Carte helline and
Carte helline 4 Etoiles can also be integrated via the Paygate.

The IKANO Shopping Card helps to strengthen customer loyalty and
offers greater fin  ancial freedom. With no risk: The IKANO BANK of-
fers a 100% payment guarantee and day -certain payment.

The digital transaction system of Bitnet allows integrating Bitcoins

as a means of payment within online shops. By this manner mer-
chants reach out to a global customer base and minimize fraud risk
and returns. Moreover Bitnet grants a 100 per cent payment guar-
antee.

Payment in advance offers high certainty and occupies a special po-
sition in online trade. Computop also handles the downstream pro-
cesses.

Invoice and hire purchase

i BILLPAY

Buy now - Pay later!

2 BILLPAY

BiPAYPROTECT

Klarna
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BillPay enables merchants to offer purchase on account in Germany,
Austria, Switzerland and the Netherlands or purchase by direct

debit in Germany and Austria. Instalment payments can also be of-
fered in Germany and Austria with PayLater. A graphic snippet pro-
vided by BillPay simplifies the calculation of instalments and re-

duces programming work. A 100% disbursement takes place al-

ready after the first month.

Domnowski PayProtect offers information services in combination
with payment guarantees for direct debits and payment on presen-
tation of invoice.

You can also use Klarnads purchase
stalment via Computop Paygate. The Swedish provider is globally

Overview of supported payment methods
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4 RatePAY
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active including in Germany, Austria, the N etherlands, Denmark,
Finland, Sweden and Norway. With around 35 million end customers
and a share of 10% in the North European eCommerce market you
can win new customers, particularly in Scandinavia.

Paygate also lets you process German purchase on acco unt and in-
stalment purchases as well as direct debits with RatePAY. As an
Otto Group company RatePAY offers you a payment guarantee and
complete debtor management including customer service.
PayByBiIll enables merchants to offer the payment methods invoice
purchasing, financing and direct debit. The solution offers mer-

chants a payment guarantee and is available for Denmark, Ger-

many, Finland, the Netherlands, Norway and Sweden.

Paymorrow supports invoice purchasing and secured SEPA direct
debits in Germany. Merchants benefit from comprehensive protec-
tion against payment defaults because Paymorrow also handles
debtor management and debt collection.

With the products Purchase on invoice and Hire purchase merchants
get tailored solutions for the reg ion D - A-CH. Payolution especially
features a fast and guaranteed payout as well as a comprehensive
support for the B2B and B2C business.

Risk Management Address checks and credit rating

9 BURGEL

WIRTSCHAFTSINFORMATIONEN

Creditreform

Zan |
infoscore

arvato services

schufa

e

[ 574 V/ o

fiPAYPROTECT

Boniversum

Consumer Information

Commercial information from Burgel contains 39 million points of
data concerning individuals, 3.9 million points about companies,

and 6.8 million concerning international debt collection, including
Otto Group payment records.

Creditreform offers commercial information from 20 European coun-
tries as well as China, with over 24 million standardized items of in-
formation.

Address and credit rating data from arvato infoscore offers top qual-
ity assessments with more than 40 million negative traits associ-
ated with 7.8 million people and 450,000 companies.

Schufa address and credit rating data contains 66 million points of
data concerning individuals and 462 million other information
points, derived mainly through cooperation with banks.

CRIF provides information on more than 80 million individuals, 6
million companies , and 10 million payment, register, and address
records from Germany, Austria, and Switzerland.

Domnowski PayProtect offers information services in combination
with payment guarantees for direct debits and payment on presen-
tation of invoice.

Boniversum supports merchants with credit ratings for consumers.

The data from the credit agency help to evaluate non -payment risks
and to adapt the methods of payment according to the credit prog-

nosis.

==
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The Paygate offers individually scalable solutions for financial and
debtor accountings - including the downstream processes such as
logistics, dunnings or debt collection.

payment methods
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Authorisation extension for long deliver y times and reauthorisation
for partial captures from 14 up to 90 days for Verified by Visa, Mas-
terCard SecureCode and American Express Safekey.

ETM: Extended transaction
management

Capture On Demand Automated capture with specified time delay

Web -based call centre  application for processing payments for tele-

MOTO SSL terminal phone - and fax orders

Download of transactions and sales data for Excel analyses, if nec-

Compuitarg el ies essary incl. EPA information

Separate access to bank computer centre (GICC, XML) which pro-
Fallback Payment System cesses payments in the event of the failure of the primary bank
computer centre

Batch file transfer incl. UDK Transaction submission via batch file and transfer of reference num-
if necessary ber to the acquirer's balance notification

Collection of EPA file and batch provision for merchant, if necessary
with format conversion for SAP or the like

The PCN is a fully -functioning substitute for credit card numbers.
The merchant can save and use the PCN without PCI -certification to
avoid the repeated input of card data within the shop.

EPA download & comparison

PCI Pseudo card number
(PCN)

The Corporate PayPage enables merchants to use the Paygate pay-

Corporate PayPage ment form with its own corporate layout

Subscription administration with flexible terms, subscription - profiles

Subscription manager and autemated|payment

Personal access rights for every user of Computop Analytics and

User administration SSL -terminal.

Paygate fraud prevention

Paygate supports different processes for fraud prevention. These include inquiries with credit agen-
cies in the monitoring of the card's country of origin and payment guarantees for credit cards.

S

%
o

A main part of fraud attempts comes from abroad. Paygate can %

check the country of origin and often even the city of the IP address @

Verification of the country of which your customer has just used. If the country of origin of the IP §
origin of the IP address of your customers is not one of your supply countries oris g

not the same country as that of the credit card (see below) Paygate
can send an alertviae  -mail or automatically refuse the payment.

75% of all attempted frauds take place with foreign credit cards.

Paygat e can therefore check the card:
livery country as a parameter, Paygate returns the country of origin

of Visa - and MasterCard -Credit cards and sendsane -mail if the de-
l'ivery country differs fr om thandindc ar

Verification of the card's
country of origin

Scope of services of Paygate
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